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&S /\v > 2% (Cryptographic Hash Function)
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INY 2 1 BB

Ny o BIE = HEAEBE R + 8 ISR R

HEEBE A e R AT, AR > R
EFEARN FERMBIBUC X 2 ERR AT D ALB

BN v 2 2 B
o JEMBI% F : {0,1}" x {0,1}® — {0,1}"
o WM IV € {0,1}"
o NFA VY AN%EbDEROES DRI L

M— padding
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RERI/\Y > 1B

LS FEARBISF 28 CR = /v & 2 B9% H 1 CR [Damgard 89]

K1 Length-Extension
H(My|| M) 13 H(My) & My 2SR TE S, My 3R,

JHES 2011 (2011/9/17)



Secure Hash Standard (SHS) DZ&E

FIPS 180 (Federal Information Processing Standards) (1993 4£ 5 H)
@ SHA (Secure Hash Algorithm, SHA-0 & & (X9 %)
FIPS 180-1 (1995 4 4 H)
o SHA-1 (X v —YHKIC 1 Ey FEKEIS 7 2 fH0)
FIPS 180-2 (2002 4 8 H)
o SHA-1, SHA-256/384/512
FIPS 180-2, Change Notice (2004 4F 2 H)
o SHA-224
FIPS 180-3 (2008 #F 10 H )
o SHA-1, SHA-224/256/384 /512
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Secure Hash Standard (SHS)

[FATVRAL [ AOE | 70y 7 | 7= FE [ AE

SHA-1 < 261 512 32 160
SHA-224 < 264 512 32 224
SHA-256 < 264 512 32 256
SHA-384 < 2128 1024 64 384
SHA-512 < 2128 1024 64 512

RIoHfZEy b, 7ay 7 RIEEMBEBO X v —Y 7uy 7 K,

@ SHA-256 & SHA-224 OfH#EIE, #IIfE & 10U b #T o &,
e SHA-512 & SHA-384 OFHE b [FIKE,
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FEiERa & D ER

SHA-1 (80 E%) SHA-256 (64 BX)
A -
A - B ™
30 .| ¢ ™
b ROL D = -
C — E e
D ? — F ™
E— [ fi|[rOL® .| ¢ 1i I -
T 1 EJ[Ch @Maj -

B—d o3 LI s

| R I g B g W O T

K; W K; W

K; 13E%
[ 1320 & & 1T, Ch, Parity, Maj, Parity

Yo(x) = ROR?(x) @ ROR'(2) @ ROR*(z)
Y1 (x) = ROR(z) @ ROR (z) ® ROR% (z)
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SHA-1 EfEREE D EEER

Ch(u,v,w) =uvVuw (0<5<19)

Parity(u,v,w) =u ®v dw 20< 5 <39

o) = § PanvCe v ) sz
(

Maj(u, v, w) =uvVuwVow (40 <j <59)
Parity (u, v, w) 60 <j<79)

f1RE Y b o
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EfEREBOX v tE—Iihk

)\jj Mz = (Mi,()a Mi,l; .. ,MZ’715), Mi,j S {0, 1}32

(W(), Wl, ceey WT) — (MZ',(), Mz‘,la .. ,M,;’15) Wj S {0, 1}32

SHA-1 m*L}{Jﬂﬁ}{}ﬂ%}{JD{}D%}{Jﬁ;i%F4MJ
SHA-256 i «D«D'H«DHID«D«D-H«DJJ — My

oo(x) = ROR"(x) ® ROR'™®(x) @ SHR?(x)
o1(z) = ROR'(z) @ RORY(z) @ SHRY(z)
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NF12T
%) SHA-1, SHA-224/256

AT M DT 4 7

Q@ z=M|10% LT3,
dE M|+ 14 d+ 6423512 DFFEE 72 2 /N D IEEEEEL

Q@ z=z[a LT3,
a3 |M| D 2EBEEBLIT |af = 64.

64
| M [ 100--0 | M|

512 DfEE
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SHA-0/1 IEX4 9 2N R EHRKE

Ny S 2 BB H TR B g
H(M)=H(M') %tz dMBE%2 M, M 215X £ §2K%
Wang, et. al. (1997, 1998, 2004-)
LB DI R (HAL IS EAEBI R DGR
SHA-0 <233
SHA-1 <208 <« R 2o N Tk,

SHA-224/256/384 /512 120 L THA AR BER IR I T0 AW,
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NIST's Policy on Hash Functions (3/15/2006)
http://csrc.nist.gov/groups/ST /hash/policy.html

KEBUFHEET 2% L
o SHA-2 (SHA-224/256/384/512) ~DF- &7 f17 % HE4E,
o MEZEFIHINEEN: 2 R 2 MBI L T, 2010 4E K £ TP SHA-1 D
il FHASE 1L 2 8 15
o TATINEH, FALAY Y TiE
o DUNIZIRY, SHA-1 offi fIfikisi % 2538
o X v —YiNAE, #HEH, HEIELECER
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HMAC

Ny Y a BB kB Xy —YRREE (MAC) BI%K

ipad=0x363636. ..
opad=0xbcbcbc. ..

o WA v k=TI L CRIED Y,
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Ny 2 2 B W o BRUEL B A AR 3R

NIST SP 800-90

Hash_DRBG
1 1 1
; b
’ Hash ‘ ’ Hash ‘
] l
HMAC_DRBG

K‘j ’ ! ’ ! T
—HMAC HMAC —™HMAC
| Pr [ [

Key, V I35 5t
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NIST Cryptographic Hash Algorithm Competition

o NHEFHRIIHNT % 3 X v P D5 (2007 41 H 23 H)
o ARG (2007 411 H 2 H)
o it (2008 4 10 H 31 H)

/N ZE A
o KiittE, FMMEMEEDOHIFIZ CFIHAEETH S T L.
o HikIN—F 77 V7 + 27 CERENETHS Z L,
o ANMAEI WU NoE 232 &,

o M1 1224, 256, 384, 512 ¥y FH KA —k
o IINATE >264 —1
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NIST Hash Competition: Z2MHEH4

WAZH
o I DL D IRGELE
o T4 ¥ HINES (FIPS 186-2)
o HEH (NIST SP 800-56A)
o HMAC (FIPS 198)
o DRBG (NIST SP 800-90)

o 7 V¥ iy v aE— FOLLE
o fEZEGHEINEENE, (38 ) IREGGTHFIREEE:
@ Length-extension B{EZIZ )4 % &4
FTav
o HMAC DI DL T > 87 4 BIECE — F D Ffit
o Joux %1HiZRIK%EE, Kelsey-Schneier & iR EE ~ D %K
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NIST Hash Competition: ZEMHDEENEH

EL | JEAW |
HMAC n/2
AN PN
SRS n/2

Jir B 1 R TR S n

B RRGT RN | 0 — &

o JEA WS IE, WEBEHHE <22t EE2ET,
o k¥, BAoNAXAy—VEMNK*REY FTHEILEEET,
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NIST Hash Competition: ##&FE

ISR 64 11 (2008/10/31)

77 v F 1{gi (51 1) O3B (2008/12/10)

The 1st SHA-3 Candidate Conference (2009/2/25-28)
77 v R 2 s (14 fF) z2iEH (2009/7/24)

The 2nd SHA-3 Candidate Conference (2010/8/23-24)
79 v F 3fesii (5 1F) Zi#H (2010/12/9)

The 3rd SHA-3 Candidate Conference (2012/3/22-23)
e winner Z 2 (2012 455 DY)
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ZOVR3EE (D714 UAR)

e BLAKE (CHE)
Grgstl (DNK)
JH (SGP)
Keccak (CHE)
Skein (USA)
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o Ny a BB DOIEH EAEAL
@ SHS (Secure Hash Standard)
o Ny ¥ A DG

e HMAC

o fRELIELELE R

@ NIST Cryptographic Hash Algorithm Competition
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