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A Security Analysis of Double-Block-Length Hash Functions with
the Rate 1∗
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SUMMARY In this article, the security of double-block-length hash
functions with the rate 1 is analyzed, whose compression functions are
composed of block ciphers with their key length twice larger than their
block length. First, the analysis by Satoh, Haga and Kurosawa is investi-
gated, and it is shown that there exists a case uncovered by their analysis.
Second, a large class of compression functions are defined, and it is shown
that they are at most as secure as those of single-block-length hash func-
tions. Finally, some candidate hash functions are given which are possibly
optimally collision-resistant.
key words: cryptographic hash function, double-block-length hash func-
tion, compression function

1. Introduction

A cryptographic hash function is a function which maps an
input of arbitrary length to an output of fixed length. It is one
of the most important primitives in cryptography [17] and
should satisfy preimage resistance, second-preimage resis-
tance and collision resistance. Informally, preimage resis-
tance means that, given an output, it is infeasible to obtain
an input which produces the output. Second-preimage re-
sistance means that, given an input, it is infeasible to obtain
another input which produces the same output as the given
input. Collision resistance means that it is infeasible to ob-
tain two distinct inputs which produce the same output. For
simplicity, a cryptographic hash function is called a hash
function in this article.

A hash function usually consists of iteration of a com-
pression function with fixed input/output length and is called
an iterated hash function. Compression-function construc-
tions are classified into two types: using block ciphers and
from scratch. The topic of this article is the former. It is ex-
pected to minimize design and implementation effort with
secure block ciphers. Its major drawback is slow process-
ing speed. However, it is compensated by fast block ciphers
such as AES. Furthermore, some recent work has pointed
out weakness of customized hash functions such as MD5
and SHA-1 [1], [21]–[23]. Thus, hash functions composed
of block ciphers may become more important.

Hash functions composed of block ciphers are clas-
sified into two categories: single-block-length (SBL) and
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double-block-length (DBL). A SBL hash function is a hash
function whose output length is equal to the block length.
The output length of a DBL hash function is twice larger
than the block length. It is well-known that the birthday at-
tack can find a collision of a hash function with the complex-
ity O(2�/2), where � is the output length of the hash function.
The block length of widely used block ciphers is 64 or 128.
Thus, SBL hash functions are no longer secure in terms of
collision resistance.

In this article, we analyze the security of a large class
of DBL hash functions. They are based on block ciphers
whose key length is twice larger than the block length and
their rates are 1. For this kind of DBL hash functions, a de-
tailed analysis is given by Satoh, Haga and Kurosawa [20].
They stated that no effective attacks were found for the DBL
hash functions satisfying the property called “exceptional”
defined by them.

In this paper, first, their analysis is reviewed, and it
is shown that there exists a case uncovered by their anal-
ysis. This result implies that there exist DBL hash functions
whose compression functions do not satisfy the property
“exceptional” and on which no effective attacks are found.

Second, a large class of compression functions are de-
fined, and it is shown that they are at most as secure as
those of single-block-length hash functions. Thus, even if
there exist optimally collision-resistant DBL hash functions
of this type, it cannot be proved based solely on collision
resistance of their compression functions owing to Merkle
and Damgård.

Finally, some candidate hash functions are given which
are possibly optimally collision-resistant. However, it is still
an open question if they really optimally collision-resistant.

The paper is organized as follows. Some definitions are
introduced and mathematical facts are described in Sect. 2.
The analysis by Satoh, Haga and Kurosawa is investigated in
Sect. 3. In Sect. 4, the analysis of compression functions is
described. Some candidate hash functions are given which
are possibly optimally collision-resistant in Sect. 5. Finally,
Sect. 6 concludes the paper.

1.1 Related Work

For DBL hash functions, many schemes have been pre-
sented [3], [7]–[9], [11]–[13], [15], [16], [18], [19]. Among
them, three DBL hash functions composed of DES [18] have
been shown to be optimally collision-resistant in the ideal-
cipher model: the complexity of any collision-finding al-
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gorithm for them is Ω(2�/2), where � is the output length.
However, their rates are at most 0.276 and they are not effi-
cient. Recently, other constructions of DBL hash functions
have been given in [7], [8], [16], [19]. They are composed
of block ciphers whose key length is larger than the block
length. Their rates are still low and at most 1/2. Optimal
collision resistance of these schemes are implied by optimal
collision resistance of their compression functions owing to
Merkle and Damgård [4], [18].

Knudsen, Lai and Preneel [14] discussed the security of
DBL hash functions with the rate 1 based on (n, n) block ci-
phers. An (m, κ) block cipher is a block cipher with its block
length m and its key length κ. Hohl, Lai, Meier and Wald-
vogel [9] discussed the security of compression functions of
DBL hash functions with the rate 1/2. On the other hand,
the security of DBL hash functions with the rate 1 based
on (n, 2n) block ciphers was discussed by Satoh, Haga and
Kurosawa [20] and by Hattori, Hirose and Yoshida [6]. This
article is a revised and generalized version of [6]. A slightly
larger class of DBL hash functions are discussed and proofs
are largely simplified in Sect. 4. Moreover, Sect. 5 is added.

Recently, Black, Cochran and Shrimpton [2] showed
that it is impossible to construct a highly efficient block-
cipher-based hash function provably secure in the black-box
model. A block-cipher-based hash function is highly effi-
cient if it makes exactly one block-cipher call for each mes-
sage block and all block-cipher calls use a single key.

2. Preliminaries

N denotes the set of natural numbers. ⊕ denotes the bitwise
exclusive OR. For binary sequences a and b, a‖b denotes
their concatenation.

2.1 Block Ciphers

A block cipher is a keyed function which maps an m-bit
plaintext to an m-bit ciphertext. Let κ,m ∈ N. An (m, κ)
block cipher is a mapping E : {0, 1}κ × {0, 1}m → {0, 1}m.
For each k ∈ {0, 1}κ, the function Ek(·) = E(k, ·) is a one-
to-one mapping from {0, 1}m to {0, 1}m. {0, 1}κ and {0, 1}m in
the domain {0, 1}κ×{0, 1}m and {0, 1}m in the range are called
the key space, the plaintext space, and the ciphertext space,
respectively. m is called the block length and κ is called the
key length.

2.2 Hash Functions

A hash function is a mapping from the set of all binary se-
quences to the set of binary sequences of some fixed length.
A hash function is denoted by h : {0, 1}∗ → {0, 1}�, where
{0, 1}∗ = ⋃

i≥0{0, 1}i.
A hash function h : {0, 1}∗ → {0, 1}� usually consists

of a compression function f : {0, 1}� × {0, 1}�′ → {0, 1}� and
an initial value IV ∈ {0, 1}�. h is computed by the iterated
application of f to the given input. Thus, h is called an
iterated hash function. The output of the hash function h for

an input M ∈ {0, 1}∗, h(M), is calculated as follows. M is
called a message.

1. Some unambiguous padding is applied to the message
M. The length of the padded message is a multiple of
�′. It is divided into the blocks M1,M2, . . . ,Mn, where
Mi ∈ {0, 1}�′ for i = 1, 2, . . . , n.

2. Hi = f (Hi−1,Mi) is calculated for i = 1, 2, . . . , n, where
Hi ∈ {0, 1}� and H0 = IV . Hn is the output of h for the
message M, that is, Hn = h(M). If the initial value
should be specified, the equation is described as Hn =

h(H0,M).

2.3 Properties Required for Hash Functions

For a hash function h, there exist many pairs (M, M̂) such
that h(M) = h(M̂) and M � M̂. For the cryptographic use, h
must satisfy the following properties.

Preimage resistance Given a hash value H, it is compu-
tationally infeasible to find a message M such that
h(M) = H.

Second-preimage resistance Given a message M, it is
computationally infeasible to find a message M̂ such
that h(M) = h(M̂) and M � M̂.

Collision resistance It is computationally infeasible to find
a pair of messages, M and M̂, such that h(M) = h(M̂)
and M � M̂.

2.4 Attacks on Hash Functions

The following attacks [14] are against the properties listed
in Sect. 2.3.

The preimage attack Given an initial value H0 and a hash
value H, find a message M such that H = h(H0,M).

The second-preimage attack Given an initial value H0

and a message M, find a message M̂ such that
h(H0,M) = h(H0, M̂) and M � M̂.

The free-start preimage attack Given a hash value H,
find an initial value H0 and a message M such that
h(H0,M) = H.

The free-start second-preimage attack Given an initial
value H0 and a message M, find an initial value Ĥ0

and a message M̂ such that h(H0,M) = h(Ĥ0, M̂) and
(H0,M) � (Ĥ0, M̂).

The collision attack Given an initial value H0, find two
messages M, M̂ such that h(H0,M) = h(H0, M̂) and
M � M̂.

The semi-free-start collision attack Find an initial value
H0 and two messages M, M̂ such that h(H0,M) =
h(H0, M̂) and M � M̂.

The free-start collision attack Find two initial values H0,
Ĥ0 and two messages M, M̂ such that h(H0,M) =
h(Ĥ0, M̂) and (H0,M) � (Ĥ0, M̂).

The following two facts [5] are often used to estimate
the amount of computation of the attacks.
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Proposition 1: Suppose that a sample of size r is drawn
from a set of N elements with replacement. If r,N → ∞,
then the probability that a given element is drawn converges
to 1 − exp(−r/N).

Proposition 2 (Birthday Paradox): Suppose that a sample
of size r is drawn from a set of N elements with replacement.
If r,N → ∞ and r is O(

√
N), then the probability that there

is at least one coincidence converges to 1 − exp(−r2/(2N)).

2.5 Hash Functions Composed of Block Ciphers

Let h : {0, 1}∗ → {0, 1}� be an iterated hash function and
E : {0, 1}κ × {0, 1}m → {0, 1}m be a block cipher used in the
compression function of h. If � = m, then h is called an
SBL hash function. If � = 2m, then h is called a DBL hash
function.

Let σ be the number of the calls of the block cipher
used in the compression function. Let �′ = |Mi|. Then,
the rate is defined as �′/(σm) and is used as a measure of
efficiency.

2.6 The Ideal-Cipher Model

In the ideal-cipher model, a block cipher is assumed to be
random, that is, Ek : {0, 1}m → {0, 1}m is a random per-
mutation for each k ∈ {0, 1}κ. Two oracles, E and E−1, are
available. The encryption oracle E returns Ek(x) on an input
(k, x). The decryption oracle E−1, on an input (k, y), returns
x such that Ek(x) = y.

In this model, the complexity of an attack is the re-
quired number of encryptions and decryptions of the block
cipher. This is the number of the queries to the oracles.

3. A Comment on the Analysis by Satoh, Haga and
Kurosawa

Satoh, Haga and Kurosawa [20] have analyzed the security
of the DBL hash functions with the rate 1, whose compres-
sion functions are defined as follows.

Definition 1: Let Mi = (M1
i ,M

2
i ) ∈ {0, 1}2m be a message

block, where M1
i ,M

2
i ∈ {0, 1}m. The compression function

(Hi,Gi) = f (Hi−1,Gi−1,M1
i ,M

2
i ) is defined by the two func-

tions fU, fL such as

Hi = fU(Hi−1,Gi−1,M
1
i ,M

2
i ) = EA‖B(C) ⊕ D,

Gi = fL(Hi−1,Gi−1,M
1
i ,M

2
i ) = EW‖X(Y) ⊕ Z,

where Hj,G j ∈ {0, 1}m for j = i − 1, i and E is an (m, 2m)
block cipher. A, B,C,D,W, X, Y, Z ∈ {0, 1}m and A, B,C,D
and W, X, Y, Z are represented by linear combinations of
Hi−1,Gi−1,M1

i ,M
2
i such as

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ and

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W
X
Y
Z

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = L

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ ,

where both U and L are 4 × 4 binary matrices†. Let a, b, c,
d denote the row vectors of U and let w, x, y, z denote the
row vectors of L.

In this section, their analysis is reconsidered. It is
shown that there exists a case uncovered by their analysis.

3.1 Analysis by Satoh, Haga and Kurosawa

Satoh, Haga and Kurosawa presented effective attacks
against hash functions whose compression functions does
not satisfy the property called “exceptional” defined in their
paper. This property is defined as follows.

Definition 2: Let Q be a 4 × 4 binary matrix. Let Qrh be
the 4×2 submatrix of Q, where Qrh consists of the right half
elements of Q. Let Q3

rh be the 3 × 2 submatrix of Qrh such
that the third row of Qrh is deleted. Let Q4

rh be the 3 × 2
submatrix of Qrh such that the fourth row of Qrh is deleted.
Q is called “exceptional” if rank(Q) = 4 and rank(Q3

rh) =
rank(Q4

rh) = 2.

The following claim is Theorem 16 in their paper.

Claim 1: Let h be a DBL hash function with the rate 1,
whose compression function is specified in Definition 1.
Suppose that at least one of U and L is not “exceptional.”
Then, there exist second-preimage and preimage attacks on
h with about 4 × 2m complexity. Furthermore, there exists a
collision attack on h with about 3 × 2m/2 complexity.

3.2 A Comment

In this section, it is shown that the attacks by Satoh, Haga
and Kurosawa do not work on some hash functions as is
expected though their compression functions do not satisfy
“exceptional.”

Without loss of generality, we assume that U is not “ex-
ceptional.” Let N2 be the 2 × 2 submatrix of Urh, where N2

consists of the upper half elements of Urh. Satoh et al. pre-
sented their proof of Claim 1 for two cases: (i) rank(U) = 3
and rank(N2) = 2 and (ii) rank(U) = 4. The first case is
investigated in the remaining part. Their proof proceeds as
follows.

Since rank(N2) = 2, one can find (by elementary row
operations) α, β ∈ {0, 1} such that

U′ =

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
a
b
c

d ⊕ αa ⊕ βb

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
(
N1 N2

N′3 N′4

)
,

where

N′4 =
(∗ ∗
0 0

)
.

†In [20], W, X, Y , Z are represented by some (not necessarily
linear) combinations of Hi−1,Gi−1,M1

i , M2
i . However, it does not

matter whether the combination is linear or not in the discussion of
this section.
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Let
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

A
B
C
D′

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U′

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

Then, D′ = 0, Hi−1, Gi−1 or Hi−1 ⊕Gi−1.
Subsequently, they stated in their proofs that c = λ1a⊕

λ2b when D′ � 0. However, in general, there may be a case
that c = λ1a ⊕ λ2b ⊕ d when D′ � 0. Furthermore, in this
case, their attack for the case that rank(U) = 3, rank(N2) =
2, and D′ � 0 cannot be applied.

In their attack, the adversary chooses random triples
(A, B,C) such that C = λ1A ⊕ λ2B and computes D =

EA‖B(C) ⊕ Hi. Then the adversary computes D′ = D ⊕ αA ⊕
βB. However, if c = λ1a ⊕ λ2b ⊕ d, C is calculated by A,
B and D. Therefore, the adversary cannot compute D by
EA‖B(C) ⊕ Hi.

4. Collision-Resistance of Compression Functions

Let H be the set of DBL hash functions composed of the
compression functions in Definition 1 satisfying

• Both U and L are “exceptional,” or
• rank(U) = rank(L) = 3, c ⊕ d = λ1a ⊕ λ2b for some
λ1, λ2 ∈ {0, 1}, y ⊕ z = λ3w ⊕ λ4x for some λ3, λ4 ∈
{0, 1}, and the upper right 2× 2 submatrices of U and L
are both non-singular.

From the results by Satoh, Haga and Kurosawa and the dis-
cussion in Sect. 3, there may exist some h ∈ H such that
the complexity of any second-preimage/preimage attack on
h is ω(2m) and the complexity of any collision attack on h is
ω(2m/2).

For collision resistance, Merkle [18] and Damgård [4]
independently showed that, from any algorithm for the colli-
sion attack on a hash function, an algorithm for the free-start
collision attack on its compression function is constructed.
The complexity of the latter algorithm is almost equal to that
of the former one. Thus, if there exists no effective free-start
collision attack on a compression function, then there exists
no effective collision attack on the hash function composed
of the compression function.

In this section, however, it is shown that there ex-
ist effective free-start collision attacks with the complexity
O(2m/2) on all compression functions in Definition 1. Thus,
it is impossible to prove collision resistance of DBL hash
functions composed of the compression functions in Defini-
tion 1 based on the result of Merkle and Damgård.

Actually, for a larger class of compression functions
than in Definition 1, free-start collision attacks with the
complexity O(2m/2) are presented. Effective free-start
second-preimage attacks are also presented. Their complex-
ity is O(2m).

Definition 3: Let Mi = (M1
i ,M

2
i ) ∈ {0, 1}2m be a message

block, where M1
i ,M

2
i ∈ {0, 1}m. The compression function

(Hi,Gi) = f (Hi−1,Gi−1,M1
i ,M

2
i ) is defined by the two func-

tions fU, fL such as

Hi = fU(Hi−1,Gi−1,M
1
i ,M

2
i ) = EU

A‖B(C) ⊕ D,

Gi = fL(Hi−1,Gi−1,M
1
i ,M

2
i ,Hi) = EL

W‖X(Y) ⊕ Z,

where Hj,G j ∈ {0, 1}m for j = i − 1, i and both EU and EL

are (m, 2m) block ciphers. A, B,C,D,W, X, Y, Z ∈ {0, 1}m and
A, B,C,D and W, X, Y, Z are represented by linear combina-
tions of Hi−1,Gi−1,M1

i ,M
2
i and Hi as follows:

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ (1)

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W
X
Y
Z

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = L

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ ⊕ vHi, (2)

where U and L are 4 × 4 binary matrices and v ∈ {0, 1}4 is a
column vector. Let a, b, c and d denote the row vectors of
U and let w, x, y and z denote the row vectors of L.

It is easy to see that Definition 3 coincides with Defi-
nition 1 if EU = EL and v = (0, 0, 0, 0)T. If v = (0, 0, 0, 0)T,
then the compression function is said to be in the parallel
type. Otherwise, it is said to be in the serial type.

Theorem 1: Let f be a compression function in Defini-
tion 3. Then, there exists a free-start collision attack on f
with the complexity at most about 2×2m/2. There also exists
a free-start second-preimage attack on f with the complex-
ity at most about 2 × 2m.

This theorem is proved for the following cases: (i)
rank(U) = 4, (ii) rank(U) = 3, and (iii) rank(U) ≤ 2.

Lemma 1: Let f be a compression function in Defini-
tion 3. Suppose that rank(U) = 4. Then, there exists a
free-start collision attack on f with the complexity at most
about 2×2m/2. There also exists a free-start second-preimage
attack with the complexity at most about 2 × 2m.

(Proof) Case (a). Suppose that rank(L) ≥ 3. Since
rank(U) = 4, from (1),

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U−1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ . (3)

The free-start second-preimage attack. The adversary A
proceeds as follows.

S0. A computes the output (Hi,Gi) for the given input
(Hi−1,Gi−1,M1

i ,M
2
i ).

S1. A chooses 2m random 3-tuples (Ã, B̃, C̃) and computes
D̃ = EU

Ã‖B̃(C̃) ⊕ Hi. Since the block cipher is assumed
to be random, D̃ is also random.
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S2. For each 4-tuple (Ã, B̃, C̃, D̃), A computes
(H̃i−1, G̃i−1, M̃1

i , M̃
2
i ) with (3). Since (Ã, B̃, C̃, D̃) is ran-

dom, (H̃i−1, G̃i−1, M̃1
i , M̃

2
i ) is also random.

S3. For each (H̃i−1, G̃i−1, M̃1
i , M̃

2
i ),A computes (W̃ , X̃, Ỹ , Z̃)

with (2) and computes
G̃i = EL

W̃‖X̃(Ỹ) ⊕ Z̃.

Since rank(L) ≥ 3, (w, x) � (0, 0). Thus, at least one
of W̃ and X̃ is expressed by a linear combination of H̃i−1,
G̃i−1, M̃1

i and M̃2
i . Since (H̃i−1, G̃i−1, M̃1

i , M̃
2
i ) is random,

EL
W̃‖X̃(Ỹ) is random, and G̃i is also random. Thus, accord-

ing to Proposition 1, A can find G̃i such that Gi = G̃i with
probability about 0.63. The total complexity is about 2×2m.

The free-start collision attack. A chooses arbitrary Hi.
Then, it chooses 2m/2 random 3-tuples (Ã, B̃, C̃) and com-
putes G̃i in the same way as in the S1–S3 above. According
to Proposition 2,A can find a collision of fL with probabil-
ity about 0.39. The total complexity is about 2 × 2m/2.

Case (b). Suppose that rank(L) ≤ 2. Since rank(U) = 4,
at most two row vectors of U can be represented by some
linear combinations of the row vectors of L.

The free-start second-preimage attack.

S0. A computes the output (Hi,Gi) for the given input
(Hi−1,Gi−1,M1

i ,M
2
i ). Let

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W∗
X∗
Y∗
Z∗

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = L

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

S1. A chooses 2m random 4-tuples (H̃i−1, G̃i−1, M̃1
i , M̃

2
i )

such that
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W∗
X∗
Y∗
Z∗

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = L

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

H̃i−1

G̃i−1

M̃1
i

M̃2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

S2. For each (H̃i−1, G̃i−1, M̃1
i , M̃

2
i ),A computes (Ã, B̃, C̃, D̃)

with (1) and computes H̃i = EU
Ã‖B̃(C̃) ⊕ D̃.

In the above process, since at least one of Ã and B̃ or
both C̃ and D̃ are random, H̃i = EU

Ã‖B̃(C̃) ⊕ D̃ is also ran-
dom. Thus, according to Proposition 1, A can find H̃i such
that Hi = H̃i with probability about 0.63. The total com-
plexity is about 2m.

The free-start collision attack. A chooses 2m/2 random 4-
tuples (H̃i−1, G̃i−1, M̃1

i , M̃
2
i ) such that

L

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

H̃i−1

G̃i−1

M̃1
i

M̃2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
is constant. Then, according to Proposition 2, A can find a
collision of fU with probability about 0.39. This collision is
also a collision of fL. The total complexity is about 2m/2. �

Lemma 2: Let f be a compression function in Defini-
tion 3. Suppose that rank(U) = 3. Then, there exists a
free-start collision attack on f with the complexity at most
about 2m/2. There also exists a free-start second-preimage
attack on f with the complexity at most about 2m.

(Proof) Case (a). Suppose that at most two row vectors of L
can be represented by some linear combinations of the row
vectors of U.

The free-start second-preimage attack.

S0. A computes the output (Hi,Gi) for the given input
(Hi−1,Gi−1,M1

i ,M
2
i ). Let

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A∗
B∗
C∗
D∗

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

S1. A computes 2m 4-tuples (H̃i−1, G̃i−1, M̃1
i , M̃

2
i ) such that

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A∗
B∗
C∗
D∗

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ = U

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

H̃i−1

G̃i−1

M̃1
i

M̃2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

S2. For each (H̃i−1, G̃i−1, M̃1
i , M̃

2
i ),A computes (W̃ , X̃, Ỹ , Z̃)

with (2) and computes G̃i = EL
W̃‖X̃(Ỹ) ⊕ Z̃.

In the above process, since at least one of W̃ and X̃
or both Ỹ and Z̃ take all values in {0, 1}m, EL

W̃‖X̃(Ỹ) ⊕ Z̃ is
random. Thus, according to Proposition 1, A can find G̃i

such that Gi = G̃i with probability about 0.63. The total
complexity is about 2m.

The free-start collision attack. A chooses 2m/2 random 4-
tuples (H̃i−1, G̃i−1, M̃1

i , M̃
2
i ) such that

U

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

H̃i−1

G̃i−1

M̃1
i

M̃2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
is constant. After that, it computes G̃i in the same way as
in the S2 above. According to Proposition 2, A can find a
collision of fL with probability about 0.39. The total com-
plexity is about 2m/2.

Case (b). Suppose that both y and z are represented by
some linear combinations of the row vectors of U and that
either w or x cannot be represented by any linear combina-
tion of the row vectors of U. Then, the free-start second-
preimage/collision attacks of Case (a) can be applied since
at least one of W̃ and X̃ take all values in {0, 1}m and
EL

W̃‖X̃(Ỹ) ⊕ Z̃ is random. Their complexities are about 2m

and 2m/2, respectively.

Case (c). Suppose that w, x and y are represented by some
linear combinations of the row vectors of U and that z can-
not be represented by any linear combination of the row vec-
tors of U.
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The free-start second-preimage attack.

S0. A computes the output (Hi,Gi) for the given input
(Hi−1,Gi−1,M1

i ,M
2
i ).

S1. A chooses 2m random 4-tuples (Ã, B̃, C̃, D̃) (only three
of them are randomly chosen since rank(U) = 3) and
finds (A′, B′,C′,D′) such that Hi = EU

A′‖B′(C′) ⊕ D′.
S2. A computes (W′, X′, Y ′) from (A′, B′,C′,D′) and Hi.

Then, he computes Z′ = EL
W′‖X′ (Y ′) ⊕Gi.

S3. A computes a second preimage (H′i−1,G
′
i−1, M1

i ,M
2
i )

from (A′, B′,C′,D′), Z′ and Hi.

In the above process, A can find the second preimage
with probability about 0.63. The complexity is about 2m.

The free-start collision attack.

S1. A chooses 2m/2 random 4-tuples (Ã, B̃, C̃, D̃) and finds
a pair (A′, B′,C′,D′) and (A′′, B′′,C′′,D′′) which pro-
duce the same output of fU. Let Hi be the output.

S2. A computes (W′, X′, Y ′) and (W′′, X′′, Y ′′) from
(A′, B′,C′,D′) and (A′′, B′′,C′′,D′′) and Hi, respec-
tively. Then, A chooses arbitrary Gi and computes
Z′ = EL

W′‖X′ (Y ′) ⊕Gi and Z′′ = EL
W′′‖X′′ (Y ′′) ⊕Gi.

S3. A computes (H′i−1,G
′
i−1,M

1′
i ,M

2′
i) from

(A′, B′,C′,D′), Z′ and Hi, and (H′′i−1,G
′′
i−1,M

1′′
i , M2′′

i )
from (A′′, B′′,C′′,D′′), Z′′ and Hi.

In the above process,A can find a collision with prob-
ability about 0.39. The complexity is about 2m/2.

Case (d). Suppose that w, x and z are represented by some
linear combinations of the row vectors of U and that y can-
not be represented by any linear combination of the row vec-
tors of U.

The free-start second-preimage attack.

S0. A computes the output (Hi,Gi) for the given input
(Hi−1,Gi−1,M1

i ,M
2
i ).

S1. A chooses 2m random 4-tuples (Ã, B̃, C̃, D̃) and finds
(A′, B′,C′,D′) such that Hi = EU

A′‖B′(C′) ⊕ D′.
S2. A computes (W′, X′, Z′) from (A′, B′,C′,D′) and Hi.

Then, he computes Y ′ = EL−1
W′‖X′(Z′ ⊕Gi).

S3. A computes a second preimage (H′i−1,G
′
i−1, M1′

i ,M
2′

i )
from (A′, B′,C′,D′), Y ′ and Hi.

In the above process, A can find the second preimage
with probability about 0.63. The complexity is about 2m.

The free-start collision attack.

S1. A chooses 2m/2 random 4-tuples (Ã, B̃, C̃, D̃) and finds
a pair (A′, B′,C′,D′) and (A′′, B′′,C′′,D′′) which pro-
duce the same output of fU. Let Hi be the output.

S2. A computes (W′, X′, Z′) and (W′′, X′′, Z′′) from
(A′, B′,C′,D′) and (A′′, B′′,C′′,D′′) and Hi, respec-
tively. Then, A chooses arbitrary Gi and computes
Y ′ = EL−1

W′‖X′ (Z′ ⊕Gi) and Y ′′ = EL−1
W′′‖X′′(Z′′ ⊕Gi).

S3. A computes (H′i−1,G
′
i−1,M

1′
i ,M

2′
i) from

(A′, B′,C′,D′), Y ′ and Hi, and (H′′i−1,G
′′
i−1,M

1′′
i , M2′′

i )
from (A′′, B′′,C′′,D′′), Y ′′ and Hi.

In the above process,A can find a collision with probability
about 0.39. The complexity is about 2m/2.

Case (e). Suppose that all of the row vectors of L are rep-
resented by some linear combinations of the row vectors of
U. In this case, it is easy to find many (H̃i−1, G̃i−1, M̃1

i , M̃
2
i )

corresponding to a fixed (A, B,C,D) and (W, X, Y, Z). �

Lemma 3: Let f be a compression function in Defini-
tion 3. Suppose that rank(U) ≤ 2. Then, there exists a
free-start collision attack on f with the complexity at most
about 2m/2. There also exists a free-start second-preimage
attack on f with the complexity at most about 2m.

(Proof) If at most two of the row vectors of L can be rep-
resented by some linear combinations of the row vectors of
U, then the free-start second-preimage/collision attacks of
Case (a) in Lemma 2 can be applied. Their complexities are
about 2m and 2m/2, respectively.

If three or more row vectors of L can be represented by
some linear combinations of the row vectors of U, then it
is easy to find many (H̃i−1, G̃i−1, M̃1

i , M̃
2
i ) corresponding to

fixed (A, B,C,D) and (W, X, Y, Z) since rank(U) ≤ 2. �

5. Remarks

Let f be a compression function in Definition 3 with v =
0 (parallel type). From the results by Satoh, Haga and
Kurosawa [20] and the discussions so far, if any optimally
collision-resistant hash function can be composed of f , then
f must be in one of the following two types:

T-I. Both U and L are “exceptional,”
T-II. rank(U) = rank(L) = 3, c ⊕ d = λ1a ⊕ λ2b for some

λ1, λ2 ∈ {0, 1}, y ⊕ z = λ3w ⊕ λ4x for some λ3, λ4 ∈
{0, 1}, and the upper right 2 × 2 submatrices of U and
L are both non-singular.

Here is an example of a compression function, with
which it is impossible to construct an optimally collision-
resistant hash function.

Example 1: Let f1 be a compression function in Defini-
tion 3 such that

Hi = f1U(Hi−1,Gi−1,M
1
i ,M

2
i ) = EU

M1
i ‖M2

i
(Hi−1) ⊕ Hi−1,

Gi = f1L(Hi−1,Gi−1,M
1
i ,M

2
i ) = EL

M1
i ‖M2

i
(Gi−1) ⊕Gi−1.

Then,

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
1 0 0 0
1 0 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W
X
Y
Z

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
0 1 0 0
0 1 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .



HIROSE: A SECURITY ANALYSIS OF DOUBLE-BLOCK-LENGTH HASH FUNCTIONS WITH THE RATE 1
2581

It is easy to see that f1 is in T-II. Notice that Hi does not de-
pend on Gi−1 and that Gi does not depend on Hi−1. Namely,
the hash function h1 composed of f1 is simply a concatena-
tion of two independent iterated hash functions:

h1((H0,G0),M) = h1U(H0,M)‖h1L(G0,M),

where the compression functions of h1U and h1L are f1U and
f1L, respectively. Thus, we can find a collision with the time
complexity O(m2m/2) [10]. We can find a set of O(2m/2)
distinct messages which are mapped to the same output by
h1U with the time complexity O(m2m/2) using Joux’s multi-
collision attack. The set contains a pair of messages which
are mapped to the same output by h1L.

On the other hand, this attack does not seem to work
for the following compression functions f2 and f3: f2 is in
T-II and f3 is in T-I.

Example 2: Let f2 be a compression function in Defini-
tion 3 such that

Hi = f2U(Hi−1,Gi−1,M
1
i ,M

2
i )

= EU
M1

i ‖M2
i
(Hi−1 ⊕Gi−1) ⊕ Hi−1 ⊕Gi−1,

Gi = f2L(Hi−1,Gi−1,M
1
i ,M

2
i ) = EL

M1
i ‖M2

i
(Hi−1) ⊕ Hi−1.

Then,

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
1 1 0 0
1 1 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W
X
Y
Z

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
1 0 0 0
1 0 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

Example 3: Let f3 be a compression function in Defini-
tion 3 such that

Hi = f3U(Hi−1,Gi−1,M
1
i ,M

2
i ) = EU

M1
i ‖M2

i
(Hi−1) ⊕Gi−1,

Gi = f3L(Hi−1,Gi−1,M
1
i ,M

2
i ) = EL

M1
i ‖M2

i
(Gi−1) ⊕ Hi−1.

Then,

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
A
B
C
D

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
1 0 0 0
0 1 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
W
X
Y
Z

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0 0 1 0
0 0 0 1
0 1 0 0
1 0 0 0

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hi−1

Gi−1

M1
i

M2
i

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ .

It is an open question if optimally collision-resistant
DBL hash functions are composed of f2 or f3.

6. Conclusion

In this article, we have analyzed the security of the DBL
hash functions with the rate 1. Many of them are at most
as secure as SBL hash functions composed of the same
block ciphers. Furthermore, even if there exists optimally
collision-resistant DBL hash functions among them, it can-
not be implied only by the collision resistance of their com-
pression functions.

Future work is to make it clear if there exist optimally
collision-resistant DBL hash functions in T-I or T-II given
in Sect. 5.
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